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EXECUTIVE SUMMARY

In the aftermath of 9/11, the George W. Bush
administration launched the global “War on
Terror,"' capitalizing on public fears and calls
for retaliation to justify military intervention
and Islamophobic violence across the world.
This war demonized and targeted Muslims,
both abroad and in the United States. In 2002,
the administration founded the Department of
Homeland Security (DHS), forcibly reframing
federal immigration services, emergency
response, and data analysis under a mission
to "secure the homeland."? This reorganization
codified the false link between immigration and
terrorism. Instead of making people safe, DHS and
its corporate partners used "counterterrorism™?
to expand policing and surveillance in
neighborhoods across the country, targeting
immigrant and Muslim communities and
intensifying the War on Terror at our doorsteps.

Since its founding, DHS has relied on a state of
“emergency"” to carry out its operations. Twenty
years later, this state of “emergency” has not

ended and immigration policing, “national
security,” and surveillance have become big
business.

Our report investigates how DHS funding and
corporations drive demand for “homeland
security,” expanding militarized policing in

our communities.* Through our research, we
found that DHS fueled a massive influx of money
into surveillance and policing in our cities,

under a banner of emergency response and
counterterrorism—and with the support of its
corporate partners like Microsoft, LexisNexis,
ShotSpotter, Palantir, and Motorola Solutions.

Specifically, this report presents data on how DHS
funneled billions in grant funding to our cities
through programs like the Urban Area Security
Initiative (UASI). We found that DHS and local
policing agencies use this "counterterrorism”
grant program to expand surveillance,
supercharge militarized police departments,

and funnel money right back to the same
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corporations that advocate for this funding. We
focus our research findings on four cities—Los
Angeles, Boston, New York City, and Chicago—
documenting how UASI grants intensify

local policing and benefit corporations. We
spotlight data fusion centers—institutions that
enable interagency information sharing and are
heavily funded by UASI—as an example of how
industry and government collaborate to build
systems that criminalize Muslim, Black, Brown,
Indigenous, and immigrant communities in our
neighborhoods..

The DHS annual budget ballooned from
$19.5 billion in 2002 to almost $100 billion
in 2023, channeling much of these funds into
corporate pockets.® Our research investigates
the role of corporations in creating demand
for "homeland security” technology and DHS,
from even before 9/11 to today. Our research
found that corporations including Microsoft,
LexisNexis, and Motorola Solutions, which
market themselves as working for the public

good, collectively make billions in revenue
through DHS and government contracts for
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policing and surveillance—including through
contracts and programs funded by UASI. We

tell the story of how tech corporations fund and
collaborate with law enforcement associations
and think tanks, aggressively supporting the
expansion of the "homeland security” machine
through DHS grant funding and data fusion
centers. Flush with public funds funneled through
DHS, corporations help create the booming
industry of policing and mass surveillance in our
communities.

In the last twenty years, DHS has devastated
our communities through surveillance, police
militarization, and deportation; these harms
make clear to us that “homeland security”
doesn't make us safer, but it does make
corporations richer. This report provides
organizers and policymakers an understanding
of the role that corporations play in shaping
"homeland security"” policy, adding evidence

to growing calls for action to shut off
“counterterrorism” funding pipelines that result
in more contracts for corporations and bring
militarized policing into our neighborhoods.
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KEY FINDINGS

1. Tech corporations like Microsoft, LexisNexis, and Motorola Solutions drove
DHS demand for “homeland security” technologies in the aftermath of 9/11,
setting up a revenue stream for their products that continues to today.

Building on decades of research on the role of corporations in the War on Terror, our analysis
found that in the wake of 9/11 tech corporations like Microsoft—who had recently seen their
revenues plummet when the dot-com bubble burst in the early 2000s—positioned themselves as
key partners to the government, capturing new revenue streams. Corporations helped develop
“homeland security” infrastructure, like data sharing systems, and secured the first contracts with
DHS for software technology. Companies like LexisNexis pushed the federal government for
counterterrorism technologies, through lobbying and research advertising their products, and built
new arms of their business to meet the demand they were helping construct. Motorola Solutions
lobbied for increased DHS funding for its “communications interoperability” technology. Through
relentless lobbying and a revolving door, these same corporations then received millions in
contracts from DHS in subsequent decades.

. DHS “counterterrorism” grant funding inflates the bloated budgets of local
law enforcement agencies, expanding the police and deportation state in

our neighborhoods in the name of “emergency” response. Specifically, the
Urban Area Security Initiative (UASI), a DHS grant funding program, helps

increase profits of surveillance corporations that, in turn, advocate for its

continuation.

Through an analysis of UASI funding in Los Angeles, Boston, New York City, and Chicago, we

found that cities spend millions of UASI dollars on contracts with surveillance corporations like
ShotSpotter, Motorola Solutions, and Palantir. UASI is a part of DHS's Homeland Security Grant
Program (HSGP), which has provided almost $28 billion in funding to local and state agencies
since the department’s founding.” UASI provides $615 million annually to local and state agencies
for "counterterrorism" activities, which funds massive purchases of surveillance technology and
amplifies policing.® The program is managed by the Federal Emergency Management Agency
(FEMA) and ties federal money for disaster relief—which cities desperately need for hospitals, fire
departments, and alert systems—to policing and surveillance systems. This has given corporations
a virtually guaranteed, ever-expanding funding stream.

See Appendix A for examples of corporations that rely on UASI funding to increase their revenues

for policing and surveillance technologies like gunshot detection, Automated License Plate Readers
(ALPRs), social media and data analysis, and data sharing networks.
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3. UASI grants fund fusion centers, which operate as black boxes of public-
private data collection and sharing across the country. Some of the same
corporations that sell surveillance technology drove the development
of fusion centers and contributed to DHS's reliance on consumer data
collection and information sharing.

Our research exposes the role that corporations played in establishing fusion centers in the

early 2000s, and demonstrates how UASI funding and corporate influence helps sustain fusion
centers today. In the 2000s, corporations like Microsoft pushed for fusion centers as a necessary
“counterterrorism" response, and built their infrastructure with government agencies, ensuring a
continued reliance on their products.® Fueled by corporate interests, fusion centers have become
the center of the data broker economy. The centers rely on consumer databases run by Experian,
LexisNexis, and its subsidiary, Accurint.

Almost two decades of research shows that data fusion centers enhance racialized policing, mass
surveillance, government spying on social movements, targeting of Muslims, and immigration
detention and deportation. Between corporate lobbying and public-private partnerships, the fusion
center network has boomed: there are at least 80 fusion centers across the US and its territories
today."

. Corporations sponsor and fund law enforcement associations and think

tanks that drive the “counterterrorism” profit cycle by bringing industry and
government officials together to shape policy. These associations advocate
for more funding for fusion centers and homeland security grants.

Industry-funded law enforcement associations and think tanks have played a critical role in
establishing "homeland security” policy rooted in surveillance and militarized policing. Professional
associations and think tanks—like the National Fusion Center Association, the National Homeland
Security Association, the Integrated Justice Information Systems Institute, and the International
Association of Chiefs of Police—host annual conferences where they bring together government
and law enforcement officials and corporate partners to shape security "solutions,” and provide

a venue for corporations to market their security products. These same law enforcement
associations, bolstered by corporations, then advocate for more “counterterrorism” grant funding.

These associations have industry ties, from their funders to their executive board members,
who drive their priorities when lobbying for “homeland security” funding. These industry-
funded associations give corporations legitimacy and an outsized level of influence as active
participants in shaping “homeland security” policies that benefit their businesses.
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RECOMMENDATIONS

Grassroots organizations like Muslim Justice League and the Stop LAPD Spying Coalition have
long been organizing against the "homeland security” policing machine because of the violence
it inflicts on our communities. Building on the report findings and their years of advocacy, we
call for immediate action to address the harms of the “counterterrorism" profit cycle.

See the Conclusion of the report for an expanded list of recommendations.

Local & State Action

1. To promote true community safety, city and state officials should reject Urban Area
Security Initiative funding and instead invest in public services like education, housing, and
healthcare.

2. To protect their residents, city and state officials should divest all funding from fusion
centers and other surveillance networks in local and state budgets and instead invest those
funds in public services.

Federal Action

1. Congress should immediately cut Homeland Security Grant Program (HSGP) funding by 50
percent and separate funding for emergency response and immigration services from the
DHS budget, on the path to total divestment.?

2. Congress and federal agencies should limit and regulate corporate data sharing and ensure
that "homeland security” and “policing" exceptions are no longer used as loopholes for
corporations to profit from mass data collection.

Corporate Action

1. Mass data collection and surveillance should not be profitable, and companies should not
be able to make them an essential part of their business model. Corporations like Microsoft,
LexisNexis, and Motorola Solutions should not profit off mass consumer data collection,
information sharing, and surveillance.

. Corporations should withdraw funding and sponsorship from law enforcement
associations and think tanks pushing "counterterrorism"” policies that harm our
communities. Corporations like Microsoft, LexisNexis, and Motorola Solutions shouldn't
be driving policies that fuel policing in our communities and make a profit from these
contracts.

. Stakeholders of corporations like Microsoft, LexisNexis, and Motorola Solutions—including
shareholders, workers, and consumers—can challenge the role these corporations play in
exacerbating racist "homeland security” policy and sustaining the "counterterrorism” profit
cycle.
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INTRODUCTION

Twenty years ago, the Bush administration founded the Department of Homeland Security (DHS)

as the heart of the post-9/11 War on Terror. As the Pentagon launched wave after wave of military
intervention abroad, DHS entrenched the militarized homeland security state in the United States—
targeting Muslims and immigrants. DHS absorbed all federal immigration offices, reframing
immigration processing and border control as matters of national security, effectively framing every
migrant and immigrant as a potential threat.’ While the US government has long criminalized
immigrants,'* the founding of DHS supercharged this mission with the rapid infusion of billions of
dollars. With this unprecedented budget, DHS drastically expanded immigration policing, surveillance,
and data collection, permanently embedding the War on Terror into policing in our neighborhoods.

The War on Terror launched an emergency response that fundamentally transformed immigration and
local policing in the United States. The government used the emergency narrative to mobilize billions

in funding and evade responsibility for civil liberties and human rights violations globally and locally.
Twenty years later, this state of emergency has not only become permanent, but also incredibly
lucrative for big business at the expense of our communities. The DHS annual budget ballooned from
$19.5 billion in 2002 to almost $100 billion in 2023, much of it spent on contracts with corporate
partners. Since its founding, DHS has spent an estimated $333 billion on the agencies that carry out
immigration enforcement alone—vastly more than any other federal policing agency.'®

$100,000,000,000 $97.3 billion
$75,000,000,000
$50,000,000,000
$25,000,000,000 R
$19.5 billion

The President's Budget for DHS
$0

A A R R

DHS Open for Business | 6



To justify this spending, DHS constructs the idea
that the nation is under constant threat. Over the
years, the department has continually recreated
that threat. DHS functionally intertwines the

War on Immigrants, the War on Terror, and

the ongoing War on Drugs, which targets and
criminalizes Black and Brown communities.'’

In 2002, the Bush administration established

the NSEERS program (National Security Entry-
Exit Registration System), an Islamophobic
“Muslim registry" that required men and boys
over the age of 16 from 24 Muslim-majority
countries (plus North Korea) to register with
immigration authorities; according to DHS, the
program funneled over 13,000 into deportation
proceedings.'® In the following years, Immigration
and Customs Enforcement (ICE), a new agency
under DHS, built up a massive immigration
enforcement and deportation operation, targeting
immigrants more broadly but relying on the same
homeland security justifications. And as the
police state and the homeland security machine
have become even more entangled, DHS has
also collaborated in surveilling Black Lives Matter
protesters and other activists.'

Corporations like Microsoft, LexisNexis, and
Motorola Solutions played an integral role in
creating and engineering the homeland security
state which helped grow their revenues. The
rapid founding of DHS directed billions to be
spent on national security, and gave industry
players the chance to drive the department'’s
strategy and operations.? The crisis moment of
9/11 presented an opportunity to many of the
same corporations that were facing a recession.
Corporations pushed government officials
towards tech-based "solutions” to their national
security concerns, marketing their products—
sometimes using Islamophobic tropes?'—and
relying on public safety messaging to justify
massive spending on surveillance technologies.

This report reveals how DHS and corporations
work to sustain the emergency narrative
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and expand surveillance and militarized
policing at the local and state levels, through
counterterrorism grant programs. Every

year, DHS allocates hundreds of millions of
dollars in counterterrorism grants to local and
state agencies across the country, with the
requirement that the money is partially used

for policing and surveillance technology. DHS's
Homeland Security Grant Program (HSGP), and
its largest program the Urban Area Security
Initiative (UASI), provide millions in additional
funding to already bloated police budgets
across the country. HSGP and UASI boost police
departments' budgets for militarized technology
and equipment in the name of counterterrorism
and safety.”? DHS has awarded almost $28
billion in counterterrorism grant funding since
the start of the program.z

In 2021, Crescendo's Big Tech Sells War report
revealed the rapid growth in revenue that
Microsoft and other tech corporations have
enjoyed as a result of cloud computing and
other technology contracts to support the global
War on Terror.2* ACRE's 21st Century Policing
report from earlier that year highlighted how
surveillance vendors like ShotSpotter and
Motorola Solutions make millions in contracts
with local police and have dangerously
expanded the unchecked scale of policing
through technology.?® This report, DHS Open
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for Business, reveals how many of the same
corporations help sustain War on Terror policies
and federal funding for counterterrorism,
intensifying systems of surveillance and state
violence targeting Muslims, Black, Brown, Asian,
Indigenous, and immigrant communities, from
the federal to the local level.

Many of the corporations named in this

report market themselves as working for

the public good, providing products such as
computer software, research databases, and
communications technology. However, these
corporations collectively make billions in
revenue through DHS and government contracts
for militarized policing technology, invasive
surveillance systems, and databases that
monetize our most intimate information. Like so
many government-constructed wars, such as the
War on Drugs and the War on Immigrants, the
War on Terror has proven to be a reliable source
of profits for corporations, with significant costs
to communities.

Together, DHS and these industry partners
have not “secured the homeland,” but instead
have violently intertwined counterterrorism
with militarized policing and surveillance
systems across the country. In Section | of this
report, we show how corporations were integral
to DHS from the department'’s inception. In
Section I, we reveal our findings on how DHS
counterterrorism grant programs, specifically
UASI, militarize policing and benefit corporations.
In Section Ill, we describe the role that data
fusion centers, funded by UASI and bolstered by
corporations, play in bringing the War on Terror
to our neighborhoods. In Section IV, we profile
industry-funded law enforcement associations
which sustain the counterterrorism profit cycle.
Finally, the Conclusion builds on our findings
and years of work by grassroots organizations
fighting against the homeland security industry
to provide recommendations for organizers

and policymakers at the local, state, and federal
levels.
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market.”

Corporations were central to the US
government's response to 9/11 and the
construction of the Department of Homeland
Security (DHS). Faced with a desperate need for
revenue after the dot-com bubble burst, many
companies capitalized on an opportunity to
recover from a recession by signing up to build
out mass surveillance infrastructure through
homeland security government contracts. The
cycle of counterterrorism profit starts here:
corporations fueling the demand for homeland
security technology which helps them create

a virtually guaranteed revenue stream from
government contracts and public funding.

When the dot-com bubble burst in the early
2000s, commercial and consumer demand

for tech services thinned out and the tech
industry faced an economic slowdown.?’
Government spending, in contrast, presented a
new opportunity for revenue in the aftermath of
9/11:to build infrastructure for an agency that
would meet the desire for homeland security and
expand the powers of existing agencies.?® Tech
companies of all sizes took on this opportunity to
make up for their lost revenues in the recession,
and began marketing their technologies to

the new department.?® They succeeded; post-

|. CORPORATIONS FUEL DEMAND
FOR “HOMELAND SECURITY?”

“Many companies that rode the dot-com boom need to find
big new sources of income... If we have a big federal push
for new security spending, that could prop up the sagging

- Peter Swire, Ohio State University Law Professor, 20022

9/11, the increased demand for contracts with
technology vendors far outpaced demand for
traditional military contractors like Raytheon.*

Some corporations also helped shape public
sentiment that normalized the need for
surveillance in response to 9/11. For example,
Siebel Systems, a data-sharing and management
company, led a multi-million dollar ad campaign
to market its technology as necessary to fight
terrorism.®' In addition to directly lobbying the
government for contracts, the company took
out ads promoting their products with fear-
mongering and Islamophobic tropes, likely
aiming to increase public support of expanded
surveillance systems. Its full-page newspaper
ad read "Who Are the Mohammed Attas of
Tomorrow?" with a blurry picture of Mohammed
Atta, one of the 9/11 plane hijackers, passing
through airport security in Portland, Maine. The
ad implies that Siebel's technology would have
stopped him.®?

Corporations Shaped Homeland
Security Policy from the Start

Even before DHS was founded, corporations
were at the homeland security policy
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table, in discussions and working groups

with government officials charged with
decision-making on national security. In March
2002, President Bush established the first
Homeland Security Advisory Council (HSAC)
to advise government officials responsible

for building new infrastructure in response to
9/11. HSAC consisted primarily of business
executives, consultants, and law enforcement
representatives.® Corporate interests helped
shape the council and the very foundation of
the homeland security project; in fact many of
those represented on the HSAC advocated for

policies and contracts that directly benefited their
business.®

Law enforcement associations, backed by
industry players, also played a role in pushing
for the establishment of DHS. For example,
the International Association of Chiefs of Police
(IACP), an association of local and state law
enforcement officers, put out a resolution in
November 2002 calling on Congress to "pass the
necessary legislation to create the Department
of Homeland Security” and “provide state and
local law enforcement agencies the funding
necessary to achieve wireless communication
interoperability.”*® As discussed in Section IV,
IACP is heavily backed by corporate sponsors,
many of which sell policing and surveillance
technologies.

The role of the private sector was thus
embedded into the founding of DHS. In
November 2002, the Homeland Security Act
established DHS, which explicitly named the

role of private sector networks in emergency
response.® The text of the bill also called for
government agencies to utilize "off-the-shelf
commercially developed technologies” in order
“to avoid competing commercially with the
private sector,” further cementing the central role
of corporations in DHS's activities and mission.®’

GENCY RESPONSE.

national private sector networ

SEC. 508. USE OF NATIONAL PRIVATE SECTOR NETWORKS IN EMER- 6 USC 318.

To the maximum extent practicable, the Secretary shall use

Es and infrastructure for emergency
response to chemical, biological, radiological, nuclear, or explosive
disasters, and other major disasters.

Excerpt from Homeland Security Act of 2002.
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The Race for Homeland Security Funding

“Software companies looking for greener pastures are
turning to the red, white & blue."”

- Alorie Gilbert, writing for business technology news website, ZDNet, 20023

Tech companies aggressively advocated for
homeland security as a new source of funding.
The newly formed Department of Homeland
Security received thousands of proposals from
private corporations, particularly software
companies, as soon as it was established, to the
point where the agency did not even have the
staff to be able to review them. Steve Cooper,
Chief Information Officer for DHS in 2002 said,
“We can't move as fast as we'd like because of
the sheer volume, and we don't have enough
staff to move as quickly."* Corporate lobbying
also boomed; at the start of 2002, 157 companies
registered lobbying activities around homeland
security or counterterrorism, increasing to 569
companies by April 2003.4°

In 2003, as the department fully began its
operations, corporations turned their attention
to Tom Ridge, the newly appointed Secretary
of Homeland Security.*' Secretary Ridge

was already known to be friendly with tech
corporations during his tenure as Governor of
Pennsylvania, when he frequently facilitated
contracts with Microsoft for government services
and sponsored tech-friendly legislation.*?
Corporate executives pursued Ridge through
lobbying meetings, public messaging, and at
law enforcement conferences. For example,

Microsoft CEO Bill Gates met with Ridge in

July 20083, lobbying for DHS to use Microsoft's
technology. Two days after the meeting, DHS
awarded Microsoft the first technology contract
for the department, a S90 million desktop and
server infrastructure contract for 140,000 users
at the department.®

Motorola Solutions, a communications
technology and data analysis software
provider that receives millions in DHS grant
funding today, was also present in this early
period. Gregory Brown, then President and
CEO of Motorola's Commercial Government
and Industry Solutions Sector, testified at a
June 2003 Congressional hearing about the
importance of “communications interoperability”
for law enforcement. His testimony specifically
mentioned how DHS could provide funding for
this technology to cities and states through
homeland security grant funding,* which will
be discussed in Section Il. Motorola's lobbying
profile in the years following 9/11 also notes
activity focused on homeland security, disaster
and emergency planning, and immigration.*®
Motorola Solutions advertised their homeland
security opportunities to investors in financial
documents, noting that the “our business is
well positioned to participate in [the] emerging

= Microsoft 0 MOTOROLA SOLUTIONS f((a LexisNexis’
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opportunity” of the federal government's post-
9/11 strategy.*

LexisNexis and other companies promoted
their information technology services as a new
“weapon” in the War on Terror, providing the
tools for the government's racial profiling of Arab
and Muslim men.*" After 9/11, a LexisNexis risk
management team volunteered its services to
the FBI.#¢ LexisNexis provided its SmartLinx*
database to the FBI to investigate Khalid Al-
Draibi, a Saudi man working in the United States
as a cabdriver, after police detained him in
Virginia on September 11th for driving with a flat
tire and falsely accused him of involvement in
the attacks.®® LexisNexis's SmartLinx contributed
to the FBI's continued profiling and detention

of al-Draibi—who was later cleared of terrorism
accusations but still detained and deported under
immigration-related charges.®'

Source: JHVEPhoto/Shutterstock.com

LexisNexis highlighted its role in the Al-Draibi
case in later publicity pitches for its SmartLinx
product, ®? and simultaneously sponsored
research and wrote policy papers with findings
that called for services that the company could
provide. LexisNexis funded multiple studies on
identity fraud in the early 2000s to motivate
federal investment.®® In 2003, they published

a paper calling for federal funding to combat
identity fraud through domestic and global data

sharing networks.5* Today, LexisNexis states
it has data contracts with 70 percent of local
agencies and almost 80 percent of federal
agencies.®

Industry coordination also played an important
role in this funding race. For example, the
Armed Forces Communications and Electronics
Association (AFCEA) hosted conferences for
corporations to meet government officials

and market their technologies in the years
immediately following 9/11.% ManTech
International, the first company to contract with
DHS for the Homeland Security Information
Network (HSIN), was one of the exhibitors at
these early conferences.®” Today, the HSIN is the
official information sharing database between
DHS and other local, state, and federal agencies,
and hosted on Amazon Web Services.®

The IACP, mentioned above and outlined

in further detail in Section IV, also hosted

a conference in October 2003 with law
enforcement officials from DHS and the
Department of Justice alongside corporations
marketing their homeland security technologies.®
Corporate attendees included data mining
companies like i2, facial recognition technology
vendors like Verint Systems, and data brokers
like LexisNexis, as well as ChoicePoint and
Seisint, which LexisNexis's parent company
would later acquire.®

Microsoft, Motorola Solutions, and LexisNexis,
like many other corporations, not only took
advantage of funding opportunities from

the federal government, but also lobbied
government officials to sell their technologies

as counterterrorism solutions. This corporate
role shaped how the new department responded
to “threats of terrorism,” developing DHS's
dependence on consumer technology and data
as the anchor for counterterrorism operations,

immigration policing, and surveillance.
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Revolving Doors, Influencing Strategy, and
Securing Contracts

Tech companies like Microsoft embedded themselves in
this newly created homeland security ecosystem. Microsoft
appointed Thomas Richey, former security advisor to John
Kerry, as the company's first Director of Homeland Security
only one year after 9/11.5" Richey developed Microsoft's
strategy to collaborate with the federal government on
homeland security and led working groups for Microsoft
executives and DHS officials to co-create homeland security
policy.?? Gates and Richey also both participated in public
events that brought together industry and government officials
to talk about the role of technology in homeland security.®®

“Tom [Richey]'s appointment is a
significant step in establishing
Microsoft as a strategic partner to
the government as it evolves its
homeland security strategy,”

- Mitra Azizirad, general manager of
Microsoft's federal systems®

Around the same time, Howard Schmidt, the former

Chief Security Strategist at Microsoft, was appointed the
Vice Chairman of the President's Critical Infrastructure
Protection Board (CIPB) created in October 2001.%° The
CIPB was responsible for the “National Strategy to Secure
Cyberspace,” a plan that Schmidt became well known for
and that highlighted the role corporations could play in the
government's cybersecurity initiatives.® Today, Microsoft
remains a key player in cybersecurity policy and a main
contractor for government IT infrastructure.®

As DHS moved into a fully operational phase, the revolving
corporate door continued to spin. In 2003, Microsoft hired
Michael Byrne, only a few months after he started his

role in the nascent DHS Office of National Capital Region
Coordination to enhance collaboration across federal, state,
and local governments.®® At Microsoft, he took the role

of Director of Justice and Public Safety, where he helped
“mayors, police chiefs, and other first responders close the

IN A 2004 INTERVIEW,
THOMAS RICHEY SAID

“Our #1 goal at
Microsoft is to help
the president, the
Secretary of Homeland
Security. . . achieve

all their goals around
homeland security. . .
So they've made a
significant investment
in us and in turn we've
made a significant
investment in their
success.

U
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technology gaps in record-keeping systems and
databases."® This role almost directly mimicked
his government job, strengthening information
sharing and collaboration, but with Byrne now
tasked with selling Microsoft's technology to
achieve the mission.

Today, Microsoft is a central cloud computing
provider to DHS and other policing agencies
across the federal government; and between
2011 and 2020, the company secured over $266
million in contracts with DHS, not including its
contracts with local and state policing agencies.™
Microsoft reqgularly partners with local police
departments to build up their surveillance
capabilities, through projects like the Domain
Awareness System in New York City,”" which this
report describes in Section II.

Similar to Microsoft, LexisNexis ramped up

its homeland security business operations
post-9/11 with the focus on fraud, identity, and
consumer data, intensifying a shift from its origins
in legal research and journalistic information
services.” This set the stage for the company

to become a key data broker for DHS,”® with

the help of a revolving door of law enforcement
personnel.™

In 2003, the company founded a subsidiary
called LexisNexis Special Services Inc. (LNSS)),
one example of the corporation’s expanding
infrastructure to accommodate DHS's increasing

demand for consumer data.”™ LNSSI focused

on providing government agencies with data
analytics capacity for enforcement operations.”
LNSSI's board of directors includes local, state,
and federal law enforcement officials, a fact used
to advertise its products as law-enforcement-
approved.”” In 2004, LexisNexis also acquired
Seisint, the company behind the foundational
information sharing system MATRIX, which

was pitched as a counterterrorism product but

in reality was used to expand Islamophobic
policing power through mass data collection,
unprecedented data sharing, and surveillance.”™
The acquisition spree continued; in 2008,
LexisNexis' parent company bought risk
management company ChoicePoint to “be able to
deliver new and innovative tools to aid federal and
state law enforcement agencies in their work," as
a pivotal investment in the expanding consumer
data sharing industry which policing increasingly
relies on.”™

Today, LexisNexis is a key data broker to ICE

and DHS, providing data on millions of people

to power ICE's deportations.® As outlined in
Who's Behind ICE?, many of the same tech

and surveillance companies targeted in this

report have simultaneously boosted ICE's

ability to track, detain, and deport immigrants.®
Organizations like Mijente, the Surveillance, Tech,
and Immigration Policing Project at the Immigrant
Defense Project, and Just Futures Law have been
actively campaigning against LexisNexis, which
took on contracts with ICE in 2021 after previously
downplaying any collaboration.

LexisNexis and Microsoft are central to DHS
policing and surveillance systems, through
contracts that help target Black, Brown, Asian, and
iImmigrant communities and increase corporate
revenues. These companies worked with DHS to
develop its early technology systems, and have
become the backbone of the department's cloud
computing, data collection and sharing, and
surveillance technologies today.
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Dodging Regulation In the Name of
Homeland Security

Companies also used the homeland security
crisis to advance their own policy goals and
shape regulations that could limit their business
operations. While corporations were lobbying
DHS to create demand for their counterterrorism
products, they simultaneously invested in molding
privacy and civil liberties regulations.

After 9/11, the drive for homeland security
fueled the expansion of the data broker industry,
now one of the most dangerous actors in the
expanding surveillance and data economy.®
Data broker firms like LexisNexis and Thomson
Reuters collect vast amounts of people's intimate
personal data, including from phone, electricity,
and Internet companies, DMVs, public property
records, and health records. They then package
and sell this data, often to law enforcement
agencies, usually without the knowledge of
consumers.®

In April 2002, the Center for Information Policy
Leadership (CIPL), an industry-backed think

tank, brought together Experian, Visa, Fidelity,

and thirteen other companies to discuss the

role consumer data could play to “create profiles
about what a bad guy might look like" and
respond to terrorism.® A circulated CIPL memo
outlined priorities for the organization including
combating privacy protection legislation.®® In the
years following the founding of DHS, CIPL played
an important role in privacy debates, consulting
with DHS and the federal government on issues
of data mining and publishing research papers on
the topic.t” CIPL, alongside other industry actors
including its member LexisNexis, supported weak
federal privacy legislation in anticipation of stricter
state restrictions,®® while continuing to justify
why its industry members should be allowed to
continue to collect and sell personal data.

Tech corporations also pushed for legislation that

expanded government surveillance at the expense
of civil rights, including the 2001 PATRIOT Act
which authorized a broad range of intrusive
surveillance powers for the federal government

in the name of national security. Microsoft listed
the PATRIOT Act on its lobbying disclosures.®
Verint Systems, a facial recognition company,
boasted the benefits of shifting regulation through
the PATRIOT Act for business.?® The CEO of a
facial recognition technology vendor, Visionics,
later testified to Congress in November 2007
about the need to institute its technology for
security at airports, adding that regulation can
happen in “due time" and that Congress should
remain “focused on the real and present danger
of terrorism and not the theoretical potential for
misuse down the line."’

While we might expect that corporations were
competing for contracts, they often worked
together to create favorable legislative conditions
to increase their revenues. Today, many of the
corporations that contract with DHS sponsor

the various industry-funded law enforcement
associations that push back against data privacy
regulation. Shaping regulation and securing
government contracts are not separate goals—
corporations rely on lax regulation to contract
with policing agencies for profit.

No DHS Without Corporations

Corporations were key partners in imagining

and carrying out the vision of the Department

of Homeland Security, from strengthening the
demand for their services, to hiring government
officials as their executives, to lobbying to

protect their homeland security revenues.
Without corporations, there is no Department of
Homeland Security. Corporations' role in fueling
homeland security policy is only the first leg of the
counterterrorism profit cycle. Section Il will outline
how corporations benefit from the demand they
helped create for counterterrorism products at the
local and state levels.
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Il. DHS GRANTS EXPAND THE GLOBAL
WAR ON TERROR TO OUR CITIES

DHS framed its programs and funding following 9/11 as an emergency response to disaster. This
allowed the department to justify its surveillance and targeting of Muslims and immigrants after 9/11
and avoid accountability for its human rights violations. As with the framing of public safety, which

is often used to justify militarized and racist policing, homeland security and emergency response
similarly obscure how the federal government and their contractors criminalize targets of the War on
Terror, in favor of words that sound much more objective.

Though images of the War on Terror may remind us of the Pentagon and military intervention, DHS and
the 9/11 response also had a deep impact on expanding policing in our neighborhoods. Our findings
reveal how DHS counterterrorism funding to local and state agencies extends the War on Terror from
the federal to community level. We show that corporations not only helped fuel the initial demand for
homeland security products, but also continue to promote and benefit from the DHS funding streams
at the expense of our communities.

As one homeland security threat (natural
or man-made) is identified and met, other
threats develop and require new homeland
security capabilities or processes.”

- CONGRESSIONAL RESEARCH SERVICE (CRS) REPORT
ON EMERGENCY MANAGEMENT??

The Homeland Security Grant Program (HSGP)

The Homeland Security Grant Program (HSGP), DHS's flagship grant program, exemplifies this
emergency mission by driving federal funding to local and state agencies to prepare for and respond to
“acts of terrorism and other threats."®® The grant program was established in 2002, almost immediately
after the passage of the Homeland Security Act of 2002, which founded DHS.*

In reality, HSGP funds policing agencies to buy surveillance technology, expanding the War on Terror
to the neighborhood level. In 2022 alone, DHS awarded $1.12 billion in funds as part of the HSGP,
awarding almost $28 hillion since the start of the program in 2002.°5 HSGP relies on the frame of
emergency response to provide additional funding to already bloated police budgets.
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$28 BILLION

FROM 2003 TO 2022

Urban Area
Security Initiative

State Homeland
Security Program

Operation Stonegarden

The Role of the Federal Emergency
Management Agency (FEMA)

The HSGP is operated by the Federal Emergency
Management Agency (FEMA),% which was
established in 1979 as an independent agency,
and then incorporated into DHS when the
department was founded in 2002.°" This

placed FEMA's mandate to coordinate disaster
response under a national security mission.
Embedding the counterterrorism grant program
under FEMA effectively tied federal money for
disaster relief and preparedness to funding

for surveillance and policing. HSGP funds and
manages three grant programs that expand the
national security mission to jurisdictions across
the country: the Urban Area Security Initiative
(UASI) and the State Homeland Security Program
(SHSP), both of which fund local, state, and tribal
counterterrorism activities and strategies, and
Operation Stonegarden (OPSG), which enhances
coordination between immigration enforcement
and local police.®

In addition to funding equipment and programs
for local disaster response and law enforcement,
UASI often funds emergency management
offices themselves. This makes localities

further dependent on counterterrorism funds to
respond to climate crises and other disasters.
For example, 37% of New York City's Emergency
Management department's preliminary 2023
budget comes from federal funding, almost all of
which is UASI funding.®

In addition to HSGP and other grant funding,
FEMA is also responsible for the Countering
Violent Extremism (CVE) program, which is
known today as Targeted Violence and Terrorism
Prevention (TVTP)."® This program claims to
“steer people off pathways to 'radicalization’

or 'extremism,"on the basis of arbitrary factors
and unscientific theories of radicalization.'’
The program recruits community members as
informants for surveillance, often using mental
health as a justification for reporting someone
supposedly at risk of violence. Numerous reports
and organizing efforts by groups like Muslim
Justice League have illuminated how these
programs almost always target Muslims and
communities of color,'"? and falsely legitimize
discrimination against Muslims and other
communities that policing agencies frame as
“inherently violent."'% Both CVE and HSGP
programs exemplify how DHS has entrenched
FEMA at the center of the domestic War on
Terror, using the language of threats and states
of emergency to expand policing.

The Urban Area Security Initiative
(UASI)

Today, the Urban Area Security Initiative (UASI)
is the largest program of the HSGP. UASI has
provided billions of dollars in funding to local
and state agencies in “high threat” areas
across the country, defined by DHS as areas
with the highest likelihood of terrorism.'® Most
recently in 2022, UASI awarded a total of $615
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The 36 metropolitan regions that received UASI funding from DHS in 2022

million to 36 metropolitan areas.'® This report
focuses on UASI grants as an example of how
federal funding fuels local policing, and who the
corporate profiteers are.

UASI grants are first disbursed to coordinating
entities at the state level, which then allocate
funding to specific cities.'® According to DHS
requirements, cities cannot receive any grant
funding under UASI unless they specifically
allocate a set portion of their funds to law
enforcement activities.'’” Beginning in 2007,
DHS mandated that a minimum of 25% of
funding go towards law enforcement activities,
which can include "domestic violent extremism,
intelligence, cybersecurity, information sharing,
and other outlined DHS priorities. In 2022, that
requirement was increased for the first time to
30%, indicating a message to local and state
agencies that policing is an increasingly central
priority.'%®

n

UASI's other funding categories include
emergency preparedness and disaster
equipment, such as city-wide emergency alert
systems, funding to hospitals, and funding for fire
departments.'® Under DHS and FEMA, some of
these emergency and disaster response systems
are also increasingly intertwined with policing;
for example, some UASI-funded emergency alert
systems are shared with police departments.'®
And while many of these services are essential
to disaster response, none should be tied to
militarized policing—neither for funding nor data
sharing.

More DHS funding for law enforcement
means more funding for data fusion centers.
As discussed in Section llI, fusion centers

are massive hubs of information sharing
between local, state, and federal agencies and
corporations that operate with little oversight.
This data sharing focuses on the intimate
personal information of millions of people,

DHS Open for Business | 18



making it easier for law enforcement to use UASI funding is also authorized for law

our personal data to target and criminalize our enforcement trainings, which may sound
communities. benign or positive but have included trainings
that attempt to emulate “terrorist attacks” with
UASI grants marked for law enforcement must flagrantly Islamophobic tropes. Some of these
be spent on authorized equipment as defined trainings, which are often administered by an
by DHS.""" This authorized equipment includes outside vendor, demonstrate how corporations
invasive surveillance technologies like license amplify federal officials' and law enforcement'’s
plate readers, gunshot detection technology, anti-Muslim sentiment. For example, UASI-
social media surveillance technology, and funded company Security Solutions International
drones. The equipment list also includes radio (SSI) has offered trainings with modules
systems, communication interoperability, "bomb and conferences titled "The Islamic Jihadist
robots" used to dismantle bombs without human  Threat" and "Allah in America."''® According to
contact, militarized policing equipment, and analyses by Political Research Associates and
physical infrastructure like barriers and armored the Council on American Islamic Relations, the
vehicles."? content of these sessions stokes fear of Muslim

communities in trainings for law enforcement.'*

HOW ARE COMMUNITIES
PUSHING BACK AGAINST UASI?

Communities across the country have campaigned against UASI for years, targeting
fusion centers, surveillance technology, and militarized policing. These include:

Muslim Justice League, a grassroots organization in Boston representing Muslim

community members in the city, has been campaigning against the Boston Regional
Intelligence Center (BRIC), the main UASI-funded fusion center in Boston.'®

Stop LAPD Spying, a Los Angeles-based coalition working towards abolishing police
surveillance, has campaigned against the UASI-funded Joint Regional Intelligence
Center (JRIC) in Los Angeles.'"®

In 2019, a coalition of community organizations led by the War Resisters League
targeted UASI in a successful campaign to force Oakland to decline hosting Urban
Shield, a surveillance and weapons exposition that was funded by UASI.""
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Companies Market Their Technology for
UASI Use

Seeing the potential revenues in the post-9/11
federal budget, many corporations focused on
UASI funding as a key target. Our research shows
that corporations are entwined in the UASI
funding process by marketing their products

and UASI funding streams to local officials,
direct lobbying for increased federal funding, and
support for law enforcement associations. These
activities produce results for corporations: state
and local agencies use UASI funds to contract
with Motorola Solutions, Microsoft, Dataminr,
Skopenow, Palantir, ShotSpotter, and many other
corporations that sell surveillance, policing, and
data collection technologies.

Many of these companies actively advertise
their products as eligible for UASI funding, in
their public materials and interactions with local
and state officials, and even support the grant
application process. Motorola Solutions and
ShotSpotter, for example, put out informational
materials and regularly host webinars for

local officials about how to take advantage of
DHS grant funding to purchase surveillance
technology.''® Companies including Motorola
Solutions partner with and sponsor services like

PoliceGrantsHelp.com, which make it easier for
police departments to apply for grant programs
like UASI to buy their technology for policing.'"

At the same time, these corporations lobby the
federal government to maintain and expand
funding, in order to secure their revenue
streams. Motorola Solutions's lobbying profile
indicates lobbying on "FY23 Department of
Homeland Security Appropriations” as well as
other appropriations bills for federal policing
agencies.'?® Microsoft also lobbies on federal
appropriations bills, including the "Consolidated
Appropriations Act of 2022," which includes
funding for the Department of Homeland
Security.'

These companies also promote their technologies
at conferences for law enforcement associations.
These include the National Homeland Security
Association, which was founded to bring together
local homeland security officials from different
regions, and strongly promotes public-private
partnerships and collaborations with technology
vendors.'?? Section IV of our report dives further
into how these industry-backed associations
operate and the role they play in the homeland
security ecosystem.

2021 DEPT. OF HOMELAND SECURITY GRANTS NOW AVAILABLE

The U.S. Department of Homeland Security (DHS) has opened their 2021 Grant Program for the State
Homeland Security Program (SHSP) and Urban Area Security Initiative (UASI). With the increase in cyber
attacks on state, local, tribal, and territorial governments; the need for cybersecurity resiliency is more
important than ever. Seeing the need to prioritize initiatives, both UASI and SHSP will be allocating 7.5 percent
of the grant award towards Enhancing Cybersecurity within the applicants organization. Projects will need

to be aligned to the priorities set by DHS, to be awarded funding. Some examples include Risk Assessments,
Cybersecurity Training, and improving cybersecurity of critical infrastructure to meet the minimum levels
identified by the Cybersecurity and Infrastructure Security Agency (CISA).

2021 Motorola Solutions advertisement for DHS grant funding.

@ MOTOROLA SOLUTIONS
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UASI Funding Across Four US Cities

“So | ask you, no matter where you come from: take bold
action to ensure the safety of cities across our nation and
fully fund UASI. This is tantamount to protecting not just the
safety and economic vitality of New York City, but that of our
region and the nation as a whole."'%3

- Former Mayor of New York City, Bill DeBlasio, testifying to Congress in 2016

In order to understand how UASI grant funding

Is spent across the country, we, alongside
partners like Muslim Justice League and
American Friends Service Committee, submitted
records requests in early 2022 to officials in Los
Angeles, New York City, Chicago, and Boston.

We selected these cities because they are

some of the largest recipients of UASI funding.
These records requests were directed to local
police departments, state and local offices of
emergency management, and other public safety
departments. Unfortunately, multiple agencies did
not respond to our records requests or directly
rejected them under exemptions regarding
national security. Law enforcement and national
security exemptions have long been a way for
policing agencies to use a "security” excuse to
evade transparency and accountability.'* We
supplemented the documents we did receive with
an analysis of industry materials, local budgeting
and city council records, and federal reports.

Our analysis found that in these cities, many

of the same corporations that lobbied for
increased federal funding receive millions in
UASI funding for surveillance technology. This
effectively increases local policing agencies'
budgets, specifically for these corporations’
projects, while letting both avoid the same level
of oversight as local procurement processes. As
we outline in detail below, cities frequently used

UASI funds to purchase invasive surveillance
technologies and militarized police equipment.

0. ShotSpotter

Gunshot detection technology: In the Boston
region, ShotSpotter contracts across Cambridge,
Chelsea, Somerville, and Boston have been

paid for by UASI funding for almost a decade,
rather than pulling from the police or other city
department budgets.'?® Other cities including
San Jose and Miami Gardens also relied on UASI
funding for ShotSpotter.'? Though our research
focused on four cities, there are likely many

more localites that rely on UASI funding to pay
for ShotSpotter's gunshot detection. Gunshot
detection technology, which attempts to dispatch
police whenever a "gunshot sound"” is heard, can
often be faulty, has led to police murder and false
arrests, and increases police presence in our
neighborhoods.'?

Automatic License Plate Readers (ALPRs):

UASI funding also frequently paid for automatic
license plate reader technology, which allows
police and ICE to track vehicles' movements
historically and in real-time. ALPR data can reveal
intimate information about where we live, work,
travel, protest, worship, and seek legal support or
healthcare. Between 2016 to 2020, Los Angeles
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budgeted at least $1.27 million on license plate
reader technology, likely comprising its contracts
with Vigilant Solutions.'?® In Cook County, which
is part of the Chicago UASI region, ALPR device
and ALPR data purchases from Vigilant Solutions
showed up in UASI vendor quotes submitted

by local police departments for approval.'® In
Boston, UASI funding also paid for license plate
readers.'®

Radio communications technology: Funding
radio through UASI is another boost to policing
budgets. Radio communications can also allow
police to avoid public oversight, as was the

case in California when police blocked journalist
access to their radio systems.'s' Between

2016 to 2020, Los Angeles Police Department
(LAPD) budgeted over $24 million in UASI

funds for upgrading its radio systems, which
have historically been provided by Motorola
Solutions.'*” In 2016, Chicago signed a five-year
$25 million contract with Motorola Solutions

paid in UASI funds.’® Cook County's UASI vendor
quotes also included a quote from Motorola
Solutions."* In Boston, UASI funding also paid for
radio system upgrades.'®

Predictive policing technology: In Los Angeles,
UASI funding was used to pay for Palantir
“advanced data fusion platform" licenses for
the LAPD."® These Palantir licenses are likely
connected to the company's partnerships

with LAPD which amass large amounts of
personal data and analyze it to determine future
“crime hot spots."'®" This practice is known as
predictive policing, which unscientifically relies
on biased police data to “predict” future crimes
and reinforces the policing of Black and Brown
neighborhoods. Palantir, in particular, has played
a key role in ICE's deportation machine.'®

Social media surveillance technology: In Los
Angeles, 2020 UASI funding was used to pay for
a software license with Skopenow, a social media
data mining and surveillance company.'® In
New York City, UASI funding was used to pay for
Dataminr social media monitoring contracts.'*
Dataminr is a data broker and social media
surveillance company that has helped police
monitor communities of color and Black Lives
Matter protests, reportedly with blatant racial
profiling tactics.’' Social media surveillance
technology allows police access to intimate
personal information and build "networks,"

like gang databases—which attempt to build
affiliation between community members and
those who are targeted by police—to criminalize
speech, protest, and association.

Cell site simulators: Also known as “stingrays,”
cell site simulators are invasive surveillance
devices that trick cell phones in the area into
sending their locations, identifying information,
and even call and text information.’? In Los
Angeles, 2020 UASI funds paid almost $630,000
for a cell site simulator system, including
training.'*® Advocates have also uncovered that
UASI grants have funded cell site simulators

for police departments in other cities, including
Anaheim, Alameda, San Francisco, San Jose, and
Oakland.™*

Surveillance and data sharing networks: In
addition to specific surveillance technologies,
UASI funding has long helped cities build and
sustain massive surveillance systems and
data sharing networks, which equip police
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to monitor city residents 24/7. This
expands both indiscriminate mass
surveillance of millions of people and
targeted surveillance that criminalizes
specific individuals.'® In New York

City, Microsoft custom-built the
Domain Awareness System (DAS),

a 24/7 live feed of surveillance data

for the New York Police Department
(NYPD), with almost $400 million in
UASI funding.'® Launched in 2012

as a "counterterrorism" measure,

DAS supercharges everyday policing,
compiling real-time surveillance data
from across the city, including license
plate readers, gunshot detection devices
from ShotSpotter, CCTV cameras,

and predictive policing software.'#

In Boston, the Critical Infrastructure
Monitoring System (CIMS) project, also
funded by UASI, plays a similar role,
bringing together surveillance data from
camera networks across the region.
CIMS uses analytical services from
company BriefCam, which identifies
people and shares invasive surveillance
data across cities.'*®

Law enforcement training: UASI
dollars are also funneled into trainings
with many of the companies already
providing policing and surveillance
technology, adding an additional
revenue stream for these corporations.
In Los Angeles, UASI funding covered
$230,000 in costs for LAPD's
participation in the “Leadership in
Counter-Terrorism Conference”

in 2016, 2017, and 2020.'%° The
program, which is jointly run by the
FBI, includes Palantir as a corporate
partner of its association.’®® The LAPD
simultaneously used UASI funds to
pay for Palantir's services, allocating
an estimated $1.4 million on training

A DEEPER LOOK
AT UASI'S

ROLE IN THE
NYPD'S DOMAIN
AWARENESS
SYSTEM

In 2012, the NYPD and Microsoft
jointly announced their partnership to
build the Domain Awareness System
(DAS),'*° which as of 2021 was funded
by at least $488.8 million in federal
homeland security grants, including
UASL™ It is unclear what percentage
of DAS is funded by UASI, but in 2016
then-mayor Bill de Blasio stated

that UASI provides the entire budget
for DAS.’®" DAS allows the NYPD
and its federal partner agencies to
monitor New Yorkers in real time, all
while furnishing millions in revenue
to Microsoft, with little information
shared with the public.

Microsoft also sells DAS to other
police departments, with the NYPD
receiving 30 percent of revenues from
those sales.’ While city and state
officials lobby for this funding with
counterterrorism rhetoric,'®® in reality,
DAS has reportedly been used to
target Black and Brown New Yorkers
and is of increasing concern to public
defenders and immigrants rights
groups in the city.'
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and its "advanced data fusion platform" licenses
between 2016 and 2020.'%"

In Boston, UASI funding paid for various
emergency preparedness training.'®® In Chicago,
several million dollars per year were allocated
towards generic "training” as well.'® Though the
documents we received did not specify what type
of training the funding was going towards, it is
reasonable to guess that the training consisted of
mock attack scenarios and orienting intelligence
analysts to new technology. A FEMA case study
noted that UASI-funded training in Chicago
proved effective in responding to “civil unrest”
and "large-scale protests” in May 2020, pointing
to the city's ability to "extinguish fires" and
perform “civil unrest responses” concurrently.'®

Emergency preparedness systems: As
mentioned above, UASI funding is also used

for emergency preparedness activities like
emergency notification systems in New York
City and Boston.'®' These systems sound
harmless and necessary but are often intimately
tied to surveillance and policing, in addition to
their emergency alert or other preparedness
functions. For example, New York City's contract
with Dataminr for social media surveillance
mentioned above is held by the City's Office

of Emergency Management (OEM).'®? An OEM
Records Access Officer wrote in an email that the
office shares this contract with the NYPD, which
highlights how UASI links emergency response
to policing and demonstrates a likelihood

that the NYPD shares access to the same
Dataminr systems and data as the emergency
management office.'®?

Militarized physical equipment: Equipment
like vehicle barriers, armored tanks, and

SWAT equipment were paid for in at least Los
Angeles, Chicago, and Boston regions using

UASI funding.'®* While it's unclear whether this
equipment has directly been used to suppress
protests, FEMA provided testimony in response
to questions about the role that UASI-funded
equipment may have played in the 2014 uprisings
in Ferguson, Missouri. The testimony found that
the St. Louis UASI region had received various
equipment from FEMA grants that was ultimately
utilized in Ferguson.'®® The agency shrugged off
real responsibility for oversight by saying it was
too difficult to track the exact equipment used
against protesters that was UASI-funded.

UASI Grant Funding Allows Corporations
to Profit from the War on Terror Locally

DHS, in partnership with local and state police,
use UASI counterterrorism funding as a
convenient shield for increased surveillance,
militarized policing, and collaboration with
corporations. With their permanent emergency
justification, UASI grants incentivize heavy
spending on surveillance and policing, and
virtually guarantee a revenue stream for

the corporations selling these technologies.
UASI's corporate partners not only help police
departments to increasingly adopt militarized
equipment, but as discussed in Section I,
enhance the harms of fusion centers, which
have consistently targeted Muslims and
political protesters across the country—such
as those protesting against police violence or
for abortion access.'®® Rather than keep people
safe, UASI continues to expand the scope of
the War on Terror from DHS to the police in our
neighborhoods, benefiting the corporations
extracting and selling our data.
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those partnerships.”

l1l. UASI-FUNDED FUSION CENTERS
EXPAND THE WAR ON TERROR

“| believe that fusion centers will be the centerpiece of state,
local, and federal intelligence-sharing for the future and that
the Department of Homeland Security will be working and
aiming its programs to underlie fusion centers...And by the
way, let's not forget the private sector when we're looking at

- DHS Secretary Janet Napolitano at a fusion center conference, 2009'%"

Fusion centers are a key example of how corporations and the federal government collaborate to
expand policing, target protestors, and criminalize Muslim, immigrant, Black, Brown, and Indigenous
communities. Our research found that UASI grant funding sustains fusion centers, and that
corporations played a pivotal role in creating a fusion center model that allows them to continue to

benefit financially from their operations today.

Understanding the Harms of Fusion
Centers

For years, communities and advocates have
been calling to shut down fusion centers, which
operate as government-run black boxes for
mass surveillance. Fusion centers (also called
"data fusion centers") are physical sites for
information sharing between local, state, and
federal government agencies, and their private
industry partners. They collect, analyze, and
share massive amounts of people's personal
data—with little government oversight or public
knowledge."® This public and private sector
data includes surveillance camera networks,
telecommunications, facial recognition,
controversial private companies' databases and
predictive policing software, and government
databases.'® Supported by DHS, fusion centers
are operated at the state level or in major urban
areas like Los Angeles, Chicago, and Boston.

Fusion centers were founded as part of the
post-9/11 counterterrorism response. In the
two decades since, fusion centers have been
consistently used to facilitate day-to-day
policing, mass surveillance, immigration
detention and deportation, and government
spying on social movements and activists,
including those protesting for abortion
access.'” A 2012 bipartisan Senate investigation
found that fusion centers yield little benefit
for federal counterterrorism efforts even as
fusion centers are “endangering citizens' civil
liberties.""

Working with corporate surveillance vendors,
fusion centers are central to racial profiling
programs, like the Suspicious Activity Reporting
programs (SARs), which solicit community
reports of “threatening” behavior and
overwhelmingly target Muslim communities and
people of color.'” A recent report from the Arab
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Secretary of Homeland Security Michael Chertoff moves
into place to address the media after touring the Los
Angeles Joint Regional Intelligence Center in Norwalk, Calif.,
Friday, Aug. 18, 2006. (AP Photo/Nick Ut)

American Action Network and the Policing in
Chicago Research Group analyzed over 200 SARs
complaints from fusion centers in lllinois and
found that these complaints disproportionately
were unfounded reports targeting Muslim and
Arab communities.'”

Fusion centers harm communities of color, with
racist data and algorithms at their core. For
example, a Muslim Justice League report on the
Boston Regional Intellegence Center (BRIC) found
that 97.7% of people in a “gang database" housed
within the BRIC fusion center are people of color,
and more than 75% of the people in the database
are Black men or teens.'™ Fusion centers also
give local agencies more power to collaborate
with ICE to deport immigrants, often bypassing
privacy laws and sanctuary policies which limit
information sharing between local and federal
authorities to protect immigrant communities.'”

9/11 to Today: Corporate Influence on
Fusion Center Founding, Funding, and
Policy

Corporations helped drive the demand for fusion
centers and shape the policies behind them—and

now they profit from contracts that expand their
reach. After 9/11, both industry and government

pushed fusion centers as counterterrorism
solutions, with the Department of Justice
promoting them as essential to "“fight crime
and terrorism by merging data from a variety of
sources."!’®

There were two main waves of fusion center
development in the early 2000s. Early discussions
about responses to 9/11 focused heavily on
information sharing across agencies as a
solution.'”” Federal agencies, state governments,
and corporations called for fusion centers as
the strategy to achieve this mission. Another
catalyst for their development was a Homeland
Security Advisory Council (HSAC) meeting in
March 2005.'® As discussed in Section |, the
HSAC has primarily consisted of business
executives, consultants, and law enforcement
representatives.'” In the meeting, the HSAC called
for every state to establish a fusion center, and
also recommended starting a working group to
focus on Homeland Security information sharing
with the private sector.'® The funding
followed: for fiscal years 2004—2006, DHS
homeland security grants directed almost S$131
million to states and cities for “fusion-related
activities."®

In July 2005, the HSAC and the Department of
Justice issued the first Fusion Center Guidelines,
the foundational document shaping fusion center
operations and information sharing.'® In 2006,
they expanded the guidelines to "integrate...private
sector entities."'®® By the end of that year, at

least 37 fusion centers had begun operations.'8
Since then, the industry has boomed as the
federal government and the private sector
invest in the model, pushing cities and states

to simultaneously invest their own resources:'8®
there are at least 80 fusion centers today.'s¢

By design, fusion centers could not exist
without corporations. The industry not only
invested in creating the fusion center structure,
but established key partnerships and contracts
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to embed their products in fusion center
operations. The first fusion centers used data
broker Experian's consumer database, in addition
to other databases like Accurint, a LexisNexis
product as well as ChoicePoint, which LexisNexis
acquired in 2008.'®" Microsoft collaborated with
lllinois State Police to develop key fusion center
infrastructure in 2006—2007, at the time called
FusionX.'®

Today, corporations provide the key services that
fusion centers rely on: commercial surveillance,
data collection, data analytics software, and
data management platforms. Private company
databases, like those run by Experian and
LexisNexis subsidiary Accurint, give fusion
centers access to profiles of hundreds of
millions of people, using data mined from a
range of public and private sources; this includes
people's identifying information, medical

history, employment, credit information, and
relationships.'®® Kaseware, an investigation
management platform, provides software to
fusion centers to analyze SARs reports.'®

As discussed further in Section IV, the fusion
center funding ecosystem and reliance on
corporate products was driven by industry-backed
law enforcement associations, and in particular,
the public-private revolving door of relationships
in the National Fusion Center Association (NFCA).
Many companies, especially the data brokers who
provide their technology to fusion centers, also
actively spend hundreds of thousands of dollars
on lobbying around policies that regulate and build
oversight for data sharing practices.'!

The UASI to Fusion Center Funding
Pipeline

Despite sharp Congressional criticism of fusion
centers, UASI and HSGP grants continue to
funnel DHS funding to fusion centers across
the country.'? As of 2021, federal funds could
still provide up to a third of all fusion center
budgets.’® According to NFCA testimony to the

Senate in 2021, some fusion centers are nearly
entirely grant-funded through UASI and/or
SHSP."*

Our research confirms that UASI funding
continues to boost the budgets of fusion centers
in Boston, lllinois, and Los Angeles, amplifying
their harm to our communities. We include
examples below, but these numbers don't paint
the full picture, as government agencies denied

or did not reply to many of our records requests,
likely obscuring additional funding.

Fusion center operations and information
services: In Chicago, "Fusion Center” was

one of nine budget categories in UASI grant
documents. From 2018 to 2021, $9 million in
Chicago UASI funds went directly to this fusion
center category.'®® Boston's 2020 UASI funding
request included $3.2 million linked to its fusion
center (the Boston Regional Intelligence Center
or BRIC), with $510,000 specifically earmarked
for "hardware, software programs and data/
information technology services."®® In Los
Angeles, from 2018 to 2019, at least $11.8 million
of UASI funding was allocated to its fusion
center (the Joint Regional Intelligence Center or
JRIC).’®" A 2019 contract extension shows that
between 2016 and 2022, the LA County Sheriff's
Department specifically budgeted almost $24
million in UASI funds for a contract with Palantir
for JRIC.1%®
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Intelligence analysts: UASI grants fund the salaries of fusion center staff. Boston's 2020 UASI funding
includes $1.8 million for cybersecurity and intelligence analysts at its fusion center—the Boston
Regional Intelligence Center (BRIC)—and another $308,500 for intelligence analysts specifically
focused on "Countering Domestic Violence Extremism,"” programming that is likely similar to CVE, as
described in Section 11.7% Between 2018 and 2021, the lllinois State Police requested $5.7 million of
UASI funding for “Salary for Terrorism Analysis."?®® Between 2018 and 2019, about $11.3 million of Los
Angeles's UASI funding for JRIC went to intelligence analyst salaries.?'

Fusion Centers Are Key to the War on Terror

Fusion centers, with infrastructure built and policies maintained by corporations, are a key example of
the public-private collaborations sustaining the localized War on Terror and its investments in mass
surveillance, information sharing systems, and militarized policing. Funded by DHS counterterrorism
grants, fusion centers have played a clear role since the early 2000s in the counterterrorism profit
cycle—and the way this profit cycle obscures itself from public oversight. Section IV will expand on how
corporations and law enforcement collaborate through industry-funded law enforcement associations
and think tanks to sustain counterterrorism infrastructure like fusion centers.

*

e CANADA

MEXICO

P il

Fusion center locations in the continental United States. Source: nfcausa.org.
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Law enforcement associations and the
conferences they host play a major role in
shaping homeland security policy today. One

of the primary functions of law enforcement
associations is to advocate for increased
resources for their membership, which in recent
years has meant more funding for surveillance
and policing technology. Therefore, it is no
surprise to see these organizations' sponsorship
rosters include companies that produce and
profit from the same surveillance and policing
technology that these associations promote. As
financial backers and sponsors, corporations
wield power over the associations’ activities
and gain a critical seat at the table.

Tech and surveillance corporations enmesh
themselves into law enforcement and
homeland security associations in many ways:
direct sponsorship of the organizations and
conferences, exhibition at their gatherings to
market their tools directly to law enforcement,
behind-the-scenes relationship building with
government officials, and securing executive
board positions within these organizations.
This web of corporate involvement gives
corporations opportunities to push for greater
surveillance and tech “solutions” to public
safety.

Law enforcement associations have been
convening annual national gatherings and
year-round events that bring tech companies
together with government officials.?°? Post-

9/11, these associations grew to include fusion
center leadership and DHS policymakers. With
corporate influence, these associations set much

V. THROUGH LAW ENFORCEMENT
ASSOCIATIONS, INDUSTRY &
GOVERNMENT CO-DESIGN
HOMELAND SECURITY POLICY

of the agenda for public-private data sharing and
surveillance practices across our communities.
These associations and gatherings serve as
venues for growing alliances between homeland
security personnel, law enforcement, and tech
corporations.

Homeland Security Law Enforcement
Associations Today

Many of the law enforcement associations we
profile here, from the early 2000s to today, are
funded and sponsored by household brands like
AT&T and Motorola Solutions as well as tech
companies that own and profit from massive
amounts of consumer data, like Microsoft and
Equifax. Law enforcement associations bring
government officials and larger tech companies
into the same room with lesser-known data
brokers, predictive analytics and artificial
intelligence companies, and data surveillance
companies. Through these associations, tech
corporations fund and sustain the forums

and conferences that promote the policing
technology and data broker industries, which
have now become the backbone of fusion
centers and core recipients of DHS grant funding.

Law enforcement and industry organizations
also function as an advocacy arm for a
sprawling network of corporations that sustain
fusion centers and provide surveillance
technology to local and state agencies. In
some cases, these same associations produce
the industry-backed research and reports that
get presented to legislatures and policymakers.
The groups outlined below also bring tech
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executives into the same room with law enforcement leaders, homeland security policymakers, and
government grantmakers and procurement officers, creating an ideal venue for corporate capture of
the counterterrorism narrative and public safety policy world.

There are a vast number of both industry and law enforcement groups that advocate on behalf of the
hundreds of surveillance corporations that provide technology for fusion centers and to local and state
agencies in the name of counterterrorism. In this section, we focus on four groups with significant
ties to tech corporations through corporate sponsorship programs and board positions that shape
homeland security policy today.

What these four examples reveal is that the corporations that stand to profit from homeland security
not only have a seat at the table when it comes to creating policy and infrastructure, but are often
the ones paying for the table to be there in the first place.

“POLICE

COUNTERTERROR|s
'RD '
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National Fusion Center Association (NFCA)

The National Fusion Center Association (NFCA) is a corporate-backed

lobbying organization that represents the interests of over 70 state and major

urban area fusion centers across the United States.?® One of their stated

missions is to promote “ethical” information sharing between law enforcement agencies in

the interest of public safety.?* However, a 2012 bipartisan Senate report on fusion centers
describes the NFCA as a private organization that “purports" to represent all fusion centers, but
in reality "it is funded by corporations who seek to do business with fusion centers."?%

The NFCA's core activity since its founding in 2009 has been to lobby the federal government to
maintain and expand funding to fusion centers.?®® During the 2011 federal budget season when
many federal agencies faced massive budget cuts, NFCA's Founding Executive Director Ross
Ashley successfully argued for maintaining funding to fusion centers, saying "We can't afford,
from an economic standpoint or any other standpoint, to be attacked,” drawing an explicit
connection between national security and economic stability.?°” Prior to founding the NFCA,
Ashley served as a DHS grants administrator at FEMA and made similar pleas to Congress

in 2011 to consider using more general UASI grants to support fusion centers as a way to
stabilize their continued funding.?%®

While NFCA claims to be an independent voice supporting the best interests of fusion centers
by educating the federal government on the issues they face, their extensive list of corporate
tech sponsors tells a different story. Corporate sponsors include household technology names
like Microsoft, LexisNexis, Moonshot (funded by Google),?*° and Appriss (owned by Equifax),
police surveillance technology companies like ShotSpotter, Clearview, Skopenow, Kaseware,
and i2, and smaller data broker and law enforcement surveillance firms that are vying for
business from fusion centers.?'® Corporate sponsorship from well-known vendors in the tech
and police surveillance industry suggests that these companies have much to gain and profit
from NFCA's lobbying and advocating on behalf of fusion centers. Arguably, these tech and
surveillance giants also lend credibility to NFCA and the entire enterprise of fusion centers.

Recently, in May 2022, the NFCA hosted a call with over 150 law enforcement officials
nationwide, including members of the FBI and DHS, to discuss threats of violence and
protests in the aftermath of the Supreme Court ruling that overturned Roe v. Wade.?'" In recent
years, fusion centers have aided law enforcement in surveilling protesters across different
movements and cities.?'> Many of the same corporations that publicly claim to support
racial, environmental, and reproductive justice are funding the policing and surveillance of
protesters demonstrating for these causes.
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National Homeland Security Association (NHSA)

The National Homeland Security Association (NHSA) first began hosting

their annual gatherings in 2005.2'3 Their primary mission is to support the

exchange of information among jurisdictions that receive UASI funding

from the Department of Homeland Security.?'* Their annual conference,

which has sold out for the past several years,?'® brings together emergency management, law
enforcement, and homeland security professionals with heads of fusion centers from around
the country.?'®

Corporations in the business of "security” that benefit from UASI funding are also in attendance
at NHSA as both exhibitors and sponsors of the event. Corporate exhibitors and sponsors

at the 2022 conference included cyber threat intelligence companies like Flashpoint (also a
Tier 1 sponsor of the NFCA) and Haystax, which provides cloud capacity to fusion centers
across the country, including in Boston and Los Angeles.?'” Other notable sponsorships include
telecommunications giants like Motorola Solutions and FirstNet (AT&T), as well as D2iQ, a
software company based in San Francisco.?'®

Christopher Logan

Vi 1 Acting Assistant Administrator

Fed
eral Emergency Management Agency - Grant Programs

Live captioning available via
the conference app

Source: Twitter @NationalUASI.
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Integrated Justice Information Systems 1
(IJIS) Institute y’

INSTITUTE

The Integrated Justice Information Systems (1JIS) Institute is an industry off-

shoot of a 1999 Department of Justice (DOJ), Office of Justice Programs (OJP),

and Bureau of Justice Assistance (BJA) project that brought together “members of the justice
information technology community” with industry leaders.?'® In 2001, IJIS Institute registered
as a non-profit organization and now hosts a Board of Directors stacked with tech executives
from companies like Microsoft, FirstNet (AT&T), IBM, and Thomson Reuters.?”° They launched
with 14 charter member corporations in 2001 and now have nearly 400, including “sustaining
members" such as Microsoft and FirstNet (AT&T).?' Other notable corporate sponsors
currently include: NEC, Amazon Web Services, a major government cloud services provider
(including to fusion centers), Axon, which provides body cameras and drone technology to
police, IBM, and Motorola Solutions.

IJIS's key initiatives focus primarily on law enforcement and security, including fusion center
assistance and Suspicious Activity Reporting (SARs) programs. IJIS is also listed as a partner
with various law enforcement associations and advocacy initiatives, including a partnership
with the National Policing Institute (formerly the National Police Foundation).???

IJIS Institute produces industry-backed research and reports on topics related to information
sharing, law enforcement, and fusion centers, including a 2019 report co-authored with

the International Association of Chiefs of Police arguing in support of facial recognition
technology.??® They've co-authored manuals on fusion center data management best
practices and serve as a go-to on issues related to data sharing, effectively operating as

an industry think tank, shaping and defining new paths for private and public partnerships
regarding surveillance.??* In 2021, IJIS itself received funding through a Bay Area UASI grant
to the tune of $452,000 to provide trainings for law enforcement.??*

IJIS's leadership and board also provide a glimpse into the revolving door between tech and
non-profit tech think tank advocacy groups. Glenn Archer, a former |JIS Executive Director
and long-time board member is now the Vice President of Justice Intelligence at Appriss, a
data analytics company owned by Equifax that has multiple contracts with law enforcement
agencies and has notoriously contracted with ICE, allowing the agency to bypass sanctuary
city policies.??® Archer also served as the former Executive Director of the National Fusion
Center Association.??” Archer is a prime example of how data industry executives build
relationships with policymakers, agenda setters, and grantmakers through affiliation within
these key groups that organize the fusion center industry.
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International Association of Chiefs of Police (IACP)

The International Association of Chiefs of Police (IACP) is a non-profit

organization that refers to itself as the “world's largest and most influential

professional association for police leaders” with membership in over 170

countries.?”® The organization sees itself as helping shape the future of policing
through conducting research, hosting trainings and programming, as well as organizing
an annual conference with heavy presence from technology companies.??® IACP also
hosts a technology-specific conference.?*°

Among their list of corporate sponsors are Axon, FirstNet (AT&T), Flock Safety (which
sells ALPR technology), Motorola Solutions, Oracle, and T-Mobile.?*' Additionally, they list
partnership and grant relationships with Microsoft,?*> the Motorola Foundation and Target
Corporation,?3 and other federal agencies.?*

In 2002, IACP passed a resolution urging Congress to create the Department of Homeland
Security,?*® as well as multiple resolutions supporting the continued funding of fusion
centers in the years since.?® |ACP lists funding to support fusion centers and UASI funding
as top policy priorities.?’

IACP plays an important role in homeland security decision-making through its
relationships with the federal government. Current IACP Executive Director and CEO Vincent
Talucci serves on the Homeland Security Advisory Council (HSAC), which plays a role in
determining priorities for DHS.?% Prior to joining IACP, Talucci worked at the data firm SAS,

a leading law enforcement software and predictive analytics company, where he served as
Principal Advisor for Law Enforcement, State and Local Government Practice.?®

Corporate Capture of Homeland Security

While these groups are just a small slice of a much larger network of organizations working to prop
up the homeland security industry, they demonstrate how deeply corporate interests are embedded
within these associations' mission and focus. While they attempt to appear as neutral experts on
public safety and information sharing, their list of financial backers and board memberships reveal
just how closely tied they are to the industries profiting from the homeland security project. These
organizations and associations play a key role in legitimizing the interests of the sprawling network
of corporations that sustain fusion centers and the power of the homeland security industry. Our
analysis is that these associations and their corporate partners help to prop up the real aim of
homeland security and counterterrorism projects, which is to grow profits for corporations through
propping up an ever-expanding, xenophobic, and racist surveillance state that holds us all captive.
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CONCLUSION

The War on Terror is built on the lie that surveillance,
policing, and war make us safer. In reality, the War on Terror
has devastated the lives of Muslim, Black, Brown, Asian,
Indigenous, and immigrant communities across the world
and in the United States. Twenty years after 9/11, DHS

and its corporate partners continue to drive this violence

to an unprecedented scale, relying on “emergency” and
“counterterrorism” to expand the police state.

Our report reveals that “national security” and
“counterterrorism” are masquerades for profit and
militarized policing. DHS counterterrorism grants, especially
the Urban Area Security Initiative (UASI), have steered billions
towards mass surveillance infrastructure like fusion centers.
Through lobbying, a revolving door, and sponsorship of

law enforcement associations, corporations have helped
create and expand demand for these technologies, virtually
guaranteeing their own revenues.

DHS created a state of permanent emergency to justify
rampant surveillance and embed its mission into local policing
across the country. Corporations like Microsoft, LexisNexis,
ShotSpotter, Palantir, and Motorola Solutions have increased
their revenues by contributing to the normalization and
expansion of this perpetual homela.

As the movement to divest from policing and invest in our
communities becomes stronger and our demands to curb
ever-expanding surveillance systems grow louder, we must
also address and challenge the ways the homeland security
state continues to harm our communities.
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RECOMMENDATIONS

It's time to end the counterterrorism funding streams and policies that supercharge policing in

our neighborhoods and make corporations richer. DHS and policing in our neighborhoods are
inextricably connected, and as we work to divest from police and surveillance, we must divest also
from homeland security. Dismantling the Department of Homeland Security and the public-private
infrastructure that fuels it are essential steps to ensure our communities are safe from all threats of
state violence.

These recommendations are not exhaustive, and we hope that they serve as a short list of starting
points or opportunities to amplify existing campaign work. Our recommendations are rooted in a
framework that envisions a world beyond surveillance and policing.

Local & State Action

1. To promote true community safety, city and state officials should reject Urban
Area Security Initiative funding and instead invest in public services like education,
housing, and healthcare.

City and state officials can introduce budgeting resolutions to prohibit their cities and states
from receiving specific types of grant funding from DHS, or vote against approval of purchases
for surveillance and policing technology with awarded UASI funding. Instead of funding for
surveillance and policing, city and state officials can invest in public services, prioritizing
communities harmed by the counterterrorism cycle, and push the federal government to
provide critical disaster response funding that is not tied to policing.

2. To protect their residents, city and state officials should divest all funding from fusion
centers and other surveillance networks in local and state budgets and instead invest
those funds in public services.

Cities and states can divest funding from policing and surveillance networks, especially when
they are established in the name of counterterrorism operations. As a process towards ending
contracts for policing and surveillance technology, cities can institute accountability and
oversight mechanisms on the technology being purchased, policies and reporting requirements
on its use, and the impacts on communities. Municipalities and states can also invest in
changes to local procurement processes, to limit contracts with vendors that profit from the
extractive data economy and surveillance systems.

Federal Action

1. Congress should immediately cut Homeland Security Grant Program (HSGP) funding
by 50 percent and separate funding for emergency response and immigration
services from the DHS budget, on the path to total divestment.?*

The Department of Homeland Security's consistent budget increases have fueled the pipeline of
local police militarization and mass surveillance infrastructure for two decades.?*' DHS's budget
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for HSGP can be cut by 50%, with a focus on reducing funding for law enforcement activities
and surveillance technology. This is an immediate and concrete first step to limit the role DHS
plays in intensifying policing in our neighborhoods. Emergency response services, including
services provided by FEMA, as well as essential immigration services, can be separated from
DHS and counterterrorism programs including HSGP, as they were before the department's
founding. Instead, our tax dollars can be invested in education, healthcare, infrastructure, and
other public goods that create true safety.

2. Congress and federal agencies should limit and regulate corporate data sharing
and ensure that homeland security and policing exceptions are no longer used as
loopholes for corporations to profit from mass data collection.

There are few meaningful protections for people's data, especially when it is collected by
corporations and policing agencies. Congress should pass comprehensive federal privacy
legislation which prohibits law enforcement agencies from buying or acquiring data from
companies including surveillance corporations. Federal agencies like the Federal Trade
Commission (FTC) should use their rulemaking processes to impose prohibitions and
limitations on commercial surveillance, data collection and sharing, and policing technology,
without any exceptions for policing and homeland security which harm communities of color
the most.

Corporate Action

1. Mass data collection and surveillance should not be profitable, and companies
should not be able to make them an essential part of their business model.
Corporations like Microsoft, LexisNexis, and Motorola Solutions should not profit off
mass consumer data collection, information sharing, and surveillance.

As a first step toward addressing how their products harm communities, corporations

must terminate contracts with policing and surveillance agencies for these technologies.
Corporations must stop selling technology like consumer databases, predictive policing
software, license plate readers, facial recognition, and gunshot detection to serve the mission
of racialized policing. Surveillance corporations and data brokers must end data sharing
partnerships with law enforcement agencies.

2. Corporations should withdraw funding and sponsorship from law enforcement
associations and think tanks pushing counterterrorism policies that harm our
communities. Corporations like Microsoft, LexisNexis, and Motorola Solutions
shouldn't be driving policies that fuel policing in our communities and make a profit
from these contracts.

Corporations fund and fuel associations and think tanks that bring together law enforcement
officials, which often promote policies that drastically expand the police and surveillance state,
and rely on these same companies' products. To uphold corporate statements in support of
racial and social justice, corporations must divest financially from these associations and end
their partnerships.
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3. Stakeholders of corporations like Microsoft, LexisNexis, and Motorola Solutions—
including shareholders, workers, and consumers—can challenge the role these
corporations play in exacerbating racist homeland security policy and sustaining the
counterterrorism profit cycle.

Corporations rely on their shareholders, workers, and consumers. Shareholders can utilize
tools such as shareholder resolutions at annual meetings to demand disclosures about
corporate profiteering from police technology. Workers can organize to speak out about these
partnerships.?*? Especially at consumer-facing and publicly-traded companies like Microsoft
and LexisNexis, stakeholders can challenge corporate sales of technology to law enforcement
and demand corporations be transparent and accountable for their operations with these
agencies.?® Students and faculty at universities can demand that their institutions divest from
companies that uphold the counterterrorism profit cycle.?*
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APPENDIX A: UASI-FUNDED CORPORATIONS

UASI funds the acquisition of invasive surveillance and militarized policing technology at the state and
local levels. This chart shows examples of prominent corporations that benefit from UASI funding and
sell DHS-authorized equipment, highlighting some of the examples we found through our research.
Many of these same corporations partner with industry-funded law enforcement associations to
advocate for increased counterterrorism grant funding and market their products to law enforcement
agencies at association conferences.

Company UASI-Funded Violence

Microsoft built and maintains New York City's Domain Awareness System (DAS), the NYPD's
real-time surveillance system. DAS increases the NYPD's ability to target and criminalize

Microsoft Black, Brown, and immigrant New Yorkers. Both Microsoft and the police profit when other
cities buy the system. DAS is funded by at least $488.8 million in federal homeland security
grants,?® and at least at one point UASI funded the entire budget for DAS.?46

Motorola Solutions advertises its radio communications technology as eligible for UASI
funding, expanding policing capabilities and budgets. In 2016, Chicago signed a five-year $25

;A;:.(::g:,as million contract With Motorola Solutions paid for with UASI funds.?*” Between 201 6‘to 2020,
the Los Angeles Police Department used over $24 million in UASI funds to upgrade its radio
systems, likely contracts with Motorola Solutions.?#

UASI funding pays for automatic license plate readers (ALPRs) and database access from

Vigilant Solutions (now owned by Motorola Solutions), allowing police to track people's
Vigilant movements historically and in real time and share that data with federal agencies like ICE.
Solutions Cities like Los Angeles and Boston use UASI funds to pay for ALPR technology.?*® From 2016

to 2020, Los Angeles spent at least $1.27 million on ALPRs, likely its contracts with Vigilant
Solutions.?°

Cities across the country rely on UASI funding for ShotSpotter's controversial gunshot
detection technology which has been criticized for inaccuracies that further police violence

ShotSpotter  and targeting of communities of color.?®' Cities across the Boston region have used UAS]
funding to pay for ShotSpotter for almost a decade.?? ShotSpotter advertises its technology
as eligible for UASI funding.

In Los Angeles, more than $1.1 million in UASI funding was used to pay for an "advanced
data fusion" platform, licenses, and trainings, likely from Palantir, a data mining company that

Palantir has patented “crime risk forecasting” and implements predictive policing.?®® The LA County
Sheriff's Department also contracted with Palantir for the Joint Regional Intelligence Center
(JRIC), budgeting almost $24 million for access to the platform.?5*

In New York City, $500,000 in UASI funding was used to pay for Dataminr, a social media
surveillance company. A Public Records Officer reported that the New York Office of
Emergency Management, which holds this contract, shares it with the NYPD, highlighting how
UASI ties emergency response funding to policing.?®®

Dataminr
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ENDNOTES

1 We use the phrase "War on Terror"” throughout the

report to refer to the wars abroad that targeted Muslim-
majority regions as well as the domestic counterterrorism
apparatus that was built by the federal government and
corporations which criminalized, targeted, and killed
Muslim, Black, Brown, Asian, and immigrant communities
in the aftermath of 9/11. We put the term "War on Terror”
in quotes throughout the executive summary to signify
that we believe this project did not actually take on "terror,”
and instead weaponized the frame of safety and security
to harm our communities. So as not to distract the reader,
we will not use quotation marks around this phrase
throughout the rest of the report.

Deepa Fernandes, “The Immigration-Industrial Complex:
Booming Business At the Expense of Immigrants Rights?,”
in Targeted: Homeland Security and the Business of
Immigration (Seven Stories Press, 2011), 170.

Similar to "War on Terror,” we use the phrases
“counterterrorism,” "homeland security,” “national security,”
and "emergency" throughout the report to describe the
words used by the US and corporations to justify the War
on Terror. We put them in quotes throughout the executive
summary to signify that we do not think the policies
described as such correspond to the definitions of the
words used, and instead are often utilized to evoke fear
and urgency. So as not to distract the reader, we will not
use quotation marks around these phrases throughout the
rest of the report.

4 A majority of the companies discussed in this report are
corporations. We use the term corporations throughout to
represent the companies in this report, although a few may
not be legally classified as corporations.

5 "DHS Budget," Department of Homeland Security, last
accessed Oct. 25, 2022, https://www.dhs.gov/dhs-budget.
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